T elute thi hanh phdp luat Ky 2 (419) - thang 12/2024

GIAI PHAP NANG CAO HIEU QUA BAU TRANH PHONG, CHONG
T01 PHAM LUA DAO CHIEM BOAT TAI SAN TREN KHGNG GIAN MANG

B TS. NGUYEN DPiNH NHUT*

Tém tit: Thoi gian qua, tinh hinh toi pham sir dung cong nghé cao lia dao chiém doat tai san trén
khéng gian mang cé xu hwdng gia tang, dién bién phirc tap; phirong thire, thii doan pham téi ngay cang
da dang, tinh vi, gdy thiét hai I6n cho cd nhan va doanh nghiép; cong tac dau tranh phong, chong gép
rat nhiéu khé khan. Bai viét dé cdp nhitng viedng mdc, han ché trong cong tac dau tranh phong, chong
t6i pham lira ddo trén khéng gian mang va dé xudt giai phdp ndng cao hiéu qua cong tic nay.

Tir khéa: Liva ddo chiém doat tai san; khong gian mang; phong, chong tgi pham.

Nhan bai: 19/11/2024 Hoan thanh bién tap: 06/12/2024 Duyét dang: 13/12/2024

SOLUTIONS TO IMPROVE THE EFFECTIVENESS OF THE FIGHT AGAINST
FRAUD AND PROPERTY APPROPRIATION CRIMES IN CYBERSPACE
Abstract: In recent times, the situation of crimes using high technology to defraud and appropriate
assets in cyberspace has tended to increase and become more complicated; methods and tricks of
committing crimes are increasingly diverse and sophisticated, causing great damage to individuals and
businesses, the fight against and prevention of fraud is facing many difficulties. This article discusses
the difficulties and limitations in the fight against fraud crimes in cyberspace and proposes solutions

to improve the effectiveness of this work.

Kevwords: Fraudulent appropriation of assets, cyberspace, crime prevention and combat.
Article received: 19/11/2024  Editing completed: 06/12/2024  Approved for publication: 13/12/2024

bit van dé

Nhitng nim gan dy, cing véi sy phét trién nhanh
chong cua cong ngh¢ thong tin, mang internet, cac loai
61 pham trén khong gian mang ¢6 chiéu huéng dién
bién phurc tap, gia ting voi nhiéu phuong thire, thit doan
tinh vi; cac doi tuong str dung trigt dé nhing thanh tyu
ctia khoa hoc - cong nghé dé thuc hién hanh vi pham t0i,
gay thiét hai 16n vé kinh té va phtic tap vé an ninh, trit
tur. Céc loai to1 pham hinh su truyén théng ¢c6 xu hudng
dich chuyén moi truong hoat dong 1én khong gian
mang. Dang chu ¥, cac dbi tuong & nude ngoai lién két,
chu két voi mot s doi tugng trong nude, t chirc thanh
cac bang nhom, duong day toi pham c6 sy phan cong

* Truong Dai hoc Canh sat nhan dan

nhiém vu cu thé, chat ché, co “chan rét” & hau hét cac
dia phuong; hoat dong lién lac, giao nhan tién dién ra
rat bi mat, qua nhiéu khau nham tranh su phat hién cta
cac lyc lugng chire nang, thu loi bét chinh hang nghin
ty dong. Thyc té cho thiy, cong tac d4u tranh phong,
chéng loai t0i pham nay gip rit nhidu kho khan, két qua
con nhiéu han ché.

1. Quy dinh phap luit vé toi pham lira dio
chiém doat tai san va thwc trang phuong thic,
thit doan lira ddo chiém doat tai san trén khong
gian mang hi¢n nay

Toi lra ddo chiém doat tai san dugc quy dinh
tai Diéu 174 B¢ luat Hinh sy nim 2015, sira doi, bo
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sung nam 2017 (B¢ luat Hinh sy ndm 2015). Theo
6, chui thé cua t6i pham co thé 13 bat ky nguoi nao
tir da 16 tudi tro 1én co nang lyc trach nhiém hinh
su. Khach thé cua toi pham [a quyén s¢ hiru tai san,
cu thé 1 cac quyén chiém hiru, st dung va dinh
doat tai san cua chu s& hitu tai san ddi voi tai san bi
chiém doat. Toi pham dugc thyc hién véi 16i ¢b y
truc tiép, nguoi pham i ¥ thirc dwoc hau qua cua
minh v4 mong mudn hdu qua do xdy ra. Hanh vi
khach quan cta td1 pham 1a hanh vi dung tht doan
gian dbi dé chiém doat tai san, trong d6, dung thi
doan gian ddi 14 dwa ra thong tin khong dung su
that, 1am cho nguoi khéc tudng gid 1a that va giao
tai san cho nguoi pham to1; chiém doat tai san 1a
hanh vi chuyén dich mét céch trai phap luat tai san
cua nguoi khac thanh cia minh. Hau qua cua to1
pham Ia tai san bi chiém doat co gia tri tur hai tri¢u
dong tré 1én hodc dudi hai triéu dong nhung giy
hdu qué nghiém trong hodc da bi xtr phat vi pham
hanh chinh vé hanh vi chiém doat hogc da bi két
an vé toi chiém doat tai san chua dugc xoa én tich
ma con vi pham. Gitra hanh vi Itra déo chiém doat
tai san va hau qua vé vat chat bat budc phai co mdi
quan hé nhan qua, hdu qua thiét hai vé tai san phai
dugc xuat phat tir hanh vi lira déo.

Truong hop hanh vi lira ddo chiém doat tai san
chua du céc diéu kién dé truy ctru trach nhiém hinh
su vé Toi ltra dao chiém doat tai san theo quy dinh
tai Diéu 174 B0 luat Hinh sy nam 2015 thi nguoi co
hanh vi vi pham s€ bi xem xét xtr phat hanh chinh
theo Diéu 15 (vi pham quy dinh vé gdy thiét hai
dén tai san cua to chirc, c4 nhan khac) Nghj dinh sé
144/2021/ND-CP ngay 31/12/2021 cta Chinh phu
quy dinh xtr phat vi pham hanh chinh trong linh vuc
an ninh, trat ty, an toan xa hdi; phong, chéng t€ nan

xa hdi; phong chdy, chita chdy; ctru nan, ctiu ho;
phong, chong bao luc gia dinh.

DAu hiéu dic trung cua tdi pham Itra dao chiém
doat tai san 14 hanh vi dua ra thong tin gian doi
dé chiém doat tai san. Thyc tién diéu tra, xir 1y toi
pham cho théy, viéc dua ra thong tin gia ¢6 thé dugc
thyc hién bang nhiéu cach thirc, phuong phap khéc
nhau nhu bang 16i néi, chir viét, hanh dong... Pic
biét, trong bdi canh cudc Cach mang cong nghiép
1an tht tu, toi pham ltra dao chiém doat tai san cling
c6 nhimng thay ddi trong phuong thire, thii doan thuc
hién t0i pham. Hién nay, dé thuc hién hanh vi lira
dao chiém doat tai san trén khong gian mang, céc
d6i tuong thuong st dung mét s6 phuong thirc, thu
doan sau':

- Nhom 1: Gid mao thuong hi¢u dé chiém doat tai
san (chiém 72,6%): (i) Gia mao thuong hiéu cta cac
co quan, t6 chirc (ngdn hang, co quan nha nudc, cong
ty tai chinh, chimg khoén...) dé giri tin nhan SMS
Itra d4o cho nan nhan; (ii) Gid mao cac trang web/
blog chinh thong (giao dién, dia chi tén mién/dudng
dan...) tao uy tin lira nan nhan, thu thap thong tin ca
nhan cua nan nhan.

- Nhém 2: Thuc hién cac hanh vi chiém doat tai
khoan tryc tiép (chiém 11,4%): Chiém quyén sir dung
cac tai khoan mang xa hdi (zalo, facebook, tiktok,
telegram...) dé tién hanh giri tin nhan, ma doc lira dao
chiém quyén tai khoan ngan hang, thé tin dung...

- Nhom 3: Két hop nhiéu phuong thirc (chiém
16%): (i) Str dung sb dién thoai (trong nudc, nude
ngoai, dau so la...) gia danh co quan chtrc ning, cong
an, nha mang vién thong... dé tién hanh goi dién thoai
cho nan nhan thdng béo vi pham phap luat va yéu
ciu chuyén khoan. Khi bt mady, nan nhan s€ bi trir
tién trong tai khoan ma khong hé hay biét. (i) Gia

1. Cuc An ninh mang va phong, chong toi pham str dung cong nghé cao, Bo Cong an (2024), “Bdo cdo tong két

cong tac nam 2024, Ha Noi.
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mao trang thuong mai dién tir [6n tai Viét Nam, nude
ngoai dé lra nan nhan 1am cong tic vién. Dé dan du
nan nhan, d6i twong x4u thuc hién chay quang céo
lra dao trén facebook hay gui tin nhin quang céo
spam qua SMS. (iii) Lan truyén tin gia danh vao
tam 1y hiéu ky, su thuong ngudi va long tin dé cau
view, cau like va sau d6 1a lira ddo chiém doat tai san
qua hinh thuc tir thién, kéu goi dong gop Itra ddo...
(iv) Lira dao chiém doat tai sin qua quang ba ban
hang online trén facebook (ban hang gia, chit
luong kém, vé may bay gia, khuyén méi gia, hang
40 hodc rao ban gia mao, khong ton tai san phém).
(v) Gid mao trang cd nhan, tai khodn nguodi dung
trén facebook, telegram, zalo dé tao uy tin va Itra nan
nhan st dung dich vu hodc dAu tu. (vi) Loi dung tinh
cam, 1ong tin va sy thuong hai dé lira déo qua céc nén
tang facebook, zalo, telegram. (vii) Lira dao cai dat
ma doc thong qua dudong dan doc hai, phﬁn mém doc
hai (tién ich m¢& rdng cho trinh duyét, phﬁn mém bé
khoa - crack). Péi tugng tao nhitng cong cu, dudng
dan, phé’m mém doc hai dé chiém doat tai san, thong
tin tai khoan mang xa hoi, ngan hang thong qua tiép
can nan nhan tir chay quang cdo duong link ddc hai,
phat tan ma doc, phﬁn mém doc hai qua facebook,
telegram, google search, google play.

2. Mt s6 khé khin, vuéng mic trong cong
tac phong, chong tdi pham lira dio trén khong
gian mang

Thoi gian qua, cic co quan chtrc ning di tién
hanh nhiu bién phap phong ngira, d4u tranh, tich
cuc tuyén truyén céc phuong thirc, thii doan pham
t0i, tuy nhién, tinh hinh t6i pham Lra dao chiém doat
tai san trén khong gian mang van c6 xu huéng gia
tang, tinh chat ngay cang phirc tap, din dén cong
tac ddu tranh phong, chong gip mot sé kho khan,
vuéng méc sau:

MGt la, ludt phap ciia Viét Nam lién quan dén
quan ly nha nudc trén khong gian mang chua theo

kip su phét trién ctia cong nghé thong tin. Céc van
ban hudng dan duéi luat chua kip thoi, déy du, chat
ché. B6 luat Hinh sy ndm 2015 va cdc van ban hudng
dan ciing chua quy dinh day di, ¢6 tinh du béo vé cac
hoat dong pham t61 su dung cong nghé cao, trong do6
6 t01 pham ltra ddo chiém doat tai san trén khong
gian mang. Cuy thé:

- Quy dinh cua B¢ luat Hinh sy nam 2015 chua
tach bach, rd rang gitra Tgi lra ddo chiém doat tai
san (Diéu 174) va Toi st dung mang mady tinh,
mang vién thong, phuong tién dién tir thuc hién
hanh vi chiém doat tai san (Diéu 290). Tai khodn
1 Piéu 290 quy dinh: “Ngudi nao sir dung mang
méy tinh, mang vién thong hoic phuong tién dién
tir thuc hién mdt trong nhitng hanh vi sau day, néu
khong thugc mot trong cac truong hop quy dinh tai
biéu 173 va Piéu 174 ctia Bo luat ndy, thi bj phat
cai tao khong giam giit dén 03 nim hozc phat ti tir
06 thang dén 03 nim”. Dong thoi, diém d khoan 1
Diéu 290 quy dinh: “Lira dao trong thuong mai dién
tir, thanh toan dién t, kinh doanh tién té, huy dong
von, kinh doanh da cap hoic giao dich chimg khoan
qua mang nhdm chiém doat tai san”. Tuy nhién,
hién tai, chwa c6 van ban huéng dan “cac trudng
hop khong thude quy dinh tai Piéu 173, 174 Bo luat
Hinh su” duoc hiéu nhu thé nao nén viéc nhan thirc
gilta cac co quan tién hanh t6 tung, gilta cac dia
phuong vé thii doan pham i ciing nhu cach thirc
van dung phép luat dé giai quyét vu 4n chiém doat
tai san trén khong gian mang con chua thong nht,
c6 nhiéu quan diém khéc nhau vé xac dinh hanh
vi Itra ddo trén khong gian mang pham tdi ltra ddo
chiém doat tai san hay pham tdi st dung mang may
tinh, mang vién thong, phuong tién dién tr thuc
hién hanh vi chiém doat tai san.

- Truomg hop tai san bi chiém doat 14 cAc loai tién
ma héa (nhu bitcoin, litecoin, ethereum, tether...),
viéc xtr Iy gap nhiéu kho khin, ling tang. Theo quy
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dinh cta phép luat hién hanh vé tién té va ngan hang,
tién md hoa khong phai 1a tién & va khong phai 1a
phuong ti¢n thanh toan hgp phap tai Viét Nam. Tuy
nhién, vé ban chat, tién ma héa la dit lidu dién tir c6
gié tri, 6 kha ning chuyén doi giao dich, mua ban dé
chuyén d6i thanh tién phap dinh. Ddi véi tdi pham
ltra d4o chiém doat tai san trén khong gian mang, tién
ma hoa vira 13 di twong huéng dén cua toi pham,
vura 1a cong cuy, phuong tién dé cac dbi tugng thyc
hién t§i pham, tiu tAn tai san pham phap. Mac du
Thi tuéng Chinh phii dd ban hanh Quyét dinh sd
1255/QD-TTg ngay 21/8/2017 vé phé duyét Dé 4n
Hoan thién khung phap ly dé quan ly, xir ly ddi voi
cac loai tai san 4o, tién dién tir, tién 4o nhung dén
nay, van chua co quy dinh cu thé, vi thé, khi tién
hanh cac hoat dong t6 tung hinh sy lién quan dén tién
ma hoa, dac biét 1a trong cong tac d4u tranh phong,
chéng t0i pham lira dao chiém doat tai san trén khong
gian mang gp rat nhidu kho khan. Cho nén, khi tiép
nhan, giai quyét nhiing vu viéc Itra dao chiém doat
tai san c6 lién quan dén loai tai san dién ti nay, nhidu
diéu tra vién, kiém sat vién con ling ting, khong biét
cach thu giit, khong xac dinh duoc thiét b dién tir can
thu giit, chi thu giit dwgc vi tién mi héa ma khong
thu gittr dugc s0 tién thyc té, thu gilt dugce vi tién ma
hoa nhung khong c6 ma bao mat nén khong truy cap
vao s6 tién ma hoa dé bao dam thi hanh 4n, khé khan
trong viéc dinh gi4 tai san 1a tién ma hoa dé lam can
cu xu ly theo quy dinh cta phép luat...

- B§ luat Hinh sy nam 2015 chua quy dinh phap
nhén thuong mai 1a chu thé cua Toi lira dao chiém
doat tai san. Cy thé, theo Diu 76 B¢ luat Hinh sy
nam 2015, Toi lira dao chiém doat tai san khong
thudc pham vi chiu trdch nhi€m hinh sy cua phéap
nhan thuong mai. Trong khi d6, thyc tién diéu tra,
xét xtr & nudc ta trong thoi gian qua cho thdy, ¢6
truong hop phép nhan thyc hién lira déo chiém doat
tai san thong qua ky két cac hop dong thwong mai.

EZ1 Dan cha va Phap luat

Hai la, cong tac hop tic qubc té trong phong,
chéng to1 pham ltra dao chiém doat tai san trén
khong gian mang con con gip nhiéu bat cap, kho
khan. Thyc té, tinh trang mot s ddi tugng 1ap trang
web, thué may chu dat & nudc ngoai, sau do thuc
hién hanh vi lira dao chiém doat tai san trén khong
gian mang ddi v6i céc c4 nhan, t6 chirc & Viét Nam
dang dién bién phirc tap, co tinh chét dic biét nghiém
trong va rat kho xur ly. Vily do chinh tr1 hodc sy khéc
biét vé luat phap nén co quan thyc thi phap ludt cac
nude khong hop tac diéu tra cac loai vu viée ndy. Bén
canh do, viéc xac minh tai khodn tai céc cong ty 16n
nhu Apple, Google, Facebook... gdp nhiing trd ngai
tir cac quy dinh vé quyén c4 nhan ctua Hoa Ky. Do
vy, viéc hop tac diéu tra toi pham, thu thap chimg cir
gip nhiéu kho khin, ké ca khi da ¢6 hiép dinh tuong
tro tu phéap, dan t6i két qua hop tac gitta Viét Nam va
mdt s6 nude chua dat duoc két qua nhu mong mudn.

Ba la, nhitmg dau vét, chimg ct, dit liu dién tir
trong vi€c diéu tra toi pham Itra dao chiém doat tai
san trén khong gian mang rat dé bi mat khi khong
duoc thu thap kip thoi hodc bi dbi twong x6a, tiéu
huy khién viéc diéu tra kho khan hon véi cac loai toi
pham khac. Trong nhiing vu an, vu viéc mang tinh
chét “nhay cdm” hodc ddc bi¢t nghiém trong, viéc
trao d6i thong tin phuc vu viée diéu tra, truy t6 phai
dugc trao doi qua kénh tuong trg tu phép chinh thirc
hodc qua kénh ngoai giao nén thoi gian thyuc hi¢n ciia
co quan thyc thi phap luat cac nudc kéo dai, khong
dap g dugc tinh cap thiét trong diéu tra, thu thap
chimg cir d4u tranh voi toi pham lira dao chiém doat
tai san trén khong gian mang.

Bén la, cong tac quan 1y nha nude trong cac linh
vuc cong nghé thong tin, vién thong, tai chinh, ngan
hang... con nhidu han ché, dic biét, cong tac quan
Iy hoat dong ciia cac doanh nghiép cung cap dich
vu vién thong - internet, dich vu OTT, dich vy ngan
hang & trong va ngoai nudc con nhidu so ho, thiéu
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sot, chua c6 bién phap hi¢u qua dé siét chat viéc quan
1y cAp mo tai khoan ngén hang, SIM khong chinh
chu tao diéu kién cho dbi trong loi dung dé an danh.
Hanh vi thué, cho thué, mua, ban tai khoan ngan
hang, SIM dién thoai dé dang; hanh vi mua, ban dit
liéu thong tin khach hang din bién phuc tap, kho
kiém soat, xtr Iy.

Nam la, hi¢n nay, cac phuong thuc lra dao
chiém doat tai san qua mang rat da dang, c6 khoang
24 kich ban Iira do khac nhau. Vi mdi phuong
thirc, thii doan pham toi doi hoi qua trinh tiép nhan
va giai quyét khac nhau, diéu tra vién, can b didu
tra can phai c6 k¥ nang va trinh do nghiép vu dé
thuc hién ding va cé hi¢u qua trong cong tac nay.
Tuy nhién, hi¢n nay, $0 lugng diéu tra vién c6 trinh
do chuyén mon cao vé cong nghé thong tin con han
ché, gdy kho khan trong cong tic diéu tra ddi véi
loai tdi pham nay.

Sau la, tinh hinh t01 pham st dung cong ngh¢
cao trén thé gidi va cac nude trong khu vuce ¢ nhiéu
dién bién phuc tap. Trong khi d6, dac thu cua loai toi
pham nay c6 tinh qudc té va hoi nhap nhanh, nén da
tac dong manh dén tinh hinh toi pham Itra ddo chiém
doat tai san trén khong gian mang ¢ trong nudc. Cac
trang thiét bi, phuong tién k§ thuat mac du da duoc
quan tim dau tw nhung con thiéu, lac hau chua theo
kip su thay ddi lién tuc cua linh vuc cong ngh¢ cao
dan dén gap nhidu khé khan trong trién khai cac bién
phap nghiép vu dé phat hién, thu thap, bao quan tai
li¢u, ching cur.

3. Mot sb giai phap nhim nang cao hiéu qua
ddu tranh phong, chong tdi pham lira dio trén
khong gian mang

Tir nhiing kho khan, vuéng méc trén, dé nang cao
hiéu qua dau tranh phong, chéng t6i pham lra dao

chiém doat tai san trén khong gian mang, nghién ciru
& xuat mot sb giai phap sau:

Thir nht, tiép tuc hoan thién quy dinh cta phap
lut hinh sy va phap luat t6 tung hinh sy.

- Céc co quan c6 tham quyén can ban hanh hudng
dan, trong d6 phan tich va 1am rd hon hanh vi lira dao
chiém doat tai san: Hanh vi nao xt 1y hinh sy, hanh
vi ndo thudc vé tranh chdp kinh té, dan su; hudng
dan cu thé hon vé thu doan gian ddi va hanh vi chiém
doat tai san cta toi pham ltra ddo chiém doat tai san.
Theo d6, c6 thé hudng dan vé hanh vi khach quan
ctia Toi lira dao chiém doat tai san gom hanh vi gian
dbi va hanh vi chiém doat tai san. Giita hanh vi gian
ddi va hanh vi chiém doat tai sdn c¢6 moi lién h¢ chit
ché v6i nhau. Hanh vi gian di 1 diéu kién dé hanh
vi chiém doat ¢6 thé xdy ra, con hanh vi chiém doat
phai 12 két qua ctia hanh vi gian d6i. Hanh vi gian doi
néu chi nham tiép can tai san ma khong c6 ¥ nghia
quyét dinh d6i véi viéc thuc hién hanh vi chiém doat
(hanh vi chiém doat khong phai 1a két qua ctia hanh
vi gian déi tryc tiép mang lai) thi khong pham ti lira
d4o chiém doat tai sin ma tly timg trudng hop c6 thé
bi truy ctru trach nhiém hinh sy vé mot trong cac toi
x4m pham s hitu khac néu hanh vi chiém doat thoa
mén cdu thanh i pham cua t6i do.

- Ban hanh vin ban huéng dan giai thich 16 cac
trudong hop loai trir “khong thude quy dinh tai Didu
173, 174 B¢ luat Hinh sy nam 2015” dé thong nhét
ap dung phap luat giita cac co quan tién hanh t6 tung
hinh sy va gitta cac dia phuong trén pham vi ca nudc,
theo hudng: Trudng hop “hanh vi dua ra thong tin
gian doi voi bat ky phuong phép, cach thirc, hinh
thirc nao, ké ca viéc sir dung mang may tinh, mang
vién théng, phuong tién dién tir ma tir nhing thong
tin gian doi d6, nguoi bi hai twong gia 14 that va giao

2. Cuc An toan thong tin, Bo Thong tin va Truyén thong (2023), “Cam nang Nhdn dién va phong, chong lira ddo

truc tuyén 7, Ha Noi.
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tai san cho nguoi pham t0i” thi s& ap dung Diéu 174
B¢ luat Hinh sy ndm 2015; trudng hop “hanh vi su
dung mang may tinh, mang vién thong, phuong tién
dién tir dé chiém doat tai san nhung khong c6 thu
doan dua ra thong tin gian doi” thi 4p dung Diéu 290
B0 luat Hinh sy nam 2015.

- Stra d6i, bd sung Diéu 76 Bo luat Hinh su ndm
2015 theo huéng ghi nhan Téi lira dao chiém doat
tai san vao danh sach céc toi pham ma phap nhan
thuong mai phai chiu trach nhiém hinh su. Déng
thoi, nghién ctru, bo sung quy dinh cta Bo luat TS
tung hinh sy ndm 2015 trong viéc thu thap, bao
quan chimg cir 1a dit liéu dién tur, ddc biét 1a tién
mé hoa vdi vai tro 14 tai san bi chiém doat, cong
cy, phuong tién cua tdi pham noi chung, toi pham
lra d4o trén khong gian mang noi riéng. Qua trinh
thu thap, bao quan tién ma hoa phai can ctr trén dic
diém phi vat ly, dé bi tic dong, chuyén dich... cta
loai dit liéu dién tir ddc biét nay.

Thir hai, nang cao chét lugng tién hanh hoat
dong phong ngira, diéu tra cac nhom t6i pham lira
d4o chiém doat tai san trén khong gian mang cuia céc
co quan thyc thi phap luat. Theo d6, can ting cudng
t6 chure céc 16p tap huan chuyén su vé phong ngira
toi pham lira dao chiém doat tai san trén khong gian
mang cho cac don vi, co quan thuc thi phap luat, cu
céan bd di dao tao cac chuyén nganh va linh vyc cy
thé dé nang cao trinh do chuyén mon, ciing nhu hiéu
biét vé cac nghiép vu k¥ thudt, luat phap, kinh té. Can
uu tién tuyén chon va phan cong nhitng can bg, chién
sy ¢6 trinh do vé cong nghé thong tin, gidi nghiép
vy, phap lut vao cac don vi chuyén trach trong dau
tranh v6i cac nhom toi pham lira dao chiém doat tai
san trén khong gian mang.

M3i can bo, chién sy can nd luc, phin diu,
khong ngimg tu hoc hoi, nang cao kién thic, trau
doi ki nang, kinh nghiém phuc vu cho cong tic
d4u tranh phong, chdng cac nhom toi pham lira dao
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chiém doat tai san trén khong gian mang. Bén canh
d6, ting cudng mdi quan hé phdi hop véi co quan
Cong an cac don vi, dia phuong, Vién kiém sat, Toa
an tién hanh diéu tra, xét xir cac vu an, cic nhom
t01 pham ltra ddo chiém doat tai san trén khong gian
mang dung tién d6, nghiém minh, ding nguoi, dang
to1 lam tang tinh ran de, nang cao hiéu qua phong
ngua loai tdi pham nay.

Ngoai ra, trién khai cc bién phap nghiép vu, ting
cuong cong tac ndm tinh hinh, quan 1y chit ché cac
nhoém dbi twong trong diém lra dao chiém doat tai
san trén khong gian mang; phdi hop véi cong an cac
don vi, dia phuong t6 chue didu tra, x4c minh, dau
tranh, xtr Iy nghiém d6i véi cac nhom to1 pham ltra
dao chiém doat tai san trén khong gian mang.

Thir ba, tang cuong xtr 1y tinh trang “SIM rac”, “tai
khoan ngan hang rac”. B Cong an, B Thong tin va
Truyén thong, Ngan hang Nha nudc can tiép tuc
phdi hop chat ché, thuong xuyén ra soat, dbi chiéu,
chuan hoa, 1am sach thong tin, dinh danh xéc thyuc
thué bao di dong, tai khoan ngan hang véi Co sé
dit liéu qudc gia vé dan cu do Bo Cong an quén 1y,
bao dam xu ly triét dé tinh trang “SIM réc’, “tai
khodn ngan hang rac”, ap dung bét bujc phuong
thirc x4c thuc sinh tric hoc déi voi nhimg giao
dich, chuyén tién ngan hang... nham ngan chin,
han ché giao dich chuyén dong tién vi pham phap
ludt; xac dinh, nhan dién dugc ca nhan cu thé s
dung SIM dién thoai, tai khoan ngan hang thuc
hién cac hanh vi Ira déo chiém doat tai san trén
khong gian mang.

Thir tw, tao khudn kho phap 1y gitip ting cudng
hiéu qua hop tic qudc té trong phong, chéng i
pham lira dao chiém doat tai san trén khong gian
mang. B6 Cong an, B§ Ngoai giao va cdc co quan
chtre ning c¢6 lién quan khéc ting cudng trao doi,
thic day quan hé hop tac qudc té, thao luan, dam
phan ky két tao khuon khd phap 1y chung cho céc
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hoat dong chia sé thong tin, phdi hop diéu tra, thu
thap chimg ¢t vé hanh vi pham t6i néi chung, hanh
vi pham t¢i Itra déo chiém doat tai san trén khong
gian mang néi riéng phuc vu cong tc truy t6, xét
XU to1 pham.

Thir nim, ting cudng pho bién, gido duc kién
thtre phép luat cho ngudi dan nhdm nang cao ¥ thirc
tw bao quan tai san cho quan chung nhan din nhan
thitc dugc nhiing thu doan cta toi pham Itra dao
chiém doat tai san dé tranh tr& thanh bi hai cua loai
t0i pham nay. Noi dung pho bién cac kién thirc phap
luét hinh su vé toi pham ltra ddo hiém doat tai san,
nhimg quy dinh vé hop dong, tai san... trong Bo luat
Dan sy nam 2015, to chirc tdt cong tac van dong
quan chung t6 giac toi pham. Cac co quan thuc thi
phap luat c6 thé thuc hién cong tac nay bang nhiéu
hoat dong khéc nhau, nhu: Phdi hop vai céc co quan
bao chi, truyén thong, céc to chirc, hoi nhom dé van
dong. Thong qua cong tac nay, luc luong bao vé
phap luat s& thu thap dugc nhiéu hon nhimg thong
tin phan 4nh vé cdc nhom toi pham lira dao chiém
doat tai san trén khong gian mang hoat dong xuyén
quéc gia, bd sung tai liéu hd trg viée phat hién, quan
1y di tugng ciing nhu ngin chin hoat dong pham
to1 cua tdi pham.

Két luan

Véi sy phat trién cua khoa hoc, cong nghg,
phuong thuc giao dich, trao d6i céac loai hinh dich vu
dang dan thay dbi tir truc tiép sang gian tiép thong
quahé théng cac phuong ti¢n dién tir, mang internet,
mang vién thong, kéo theo tdi pham ltra ddo chiém
doat tai san trén khong gian mang tro nén phd bién
voi nhitng phuong thire, thu doan ngady cang tinh vi,
x40 quyét. Viée nghién ctru thyc trang cua toi pham
Ira d4o chiém doat tai san trén khong gian mang tai
Vi¢t Nam, nhan di¢n nhitng khé khan, vudng méc
trong cong tac d4u tranh phong, chong va dé xuét
giai phap khac phuc nhim ndng cao hiéu qui cong

thc ny l1a cp thiét va c6 y nghia quan trong trong
tinh hinh hi¢n nay U4
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